This handy guide aims to summarise key information governance legislation and policies
in an easy to understand way, in order to assist you to comply with the law whilst
undertaking your daily duties. It is advised that you keep an electronic copy of this
document so that you can use it as a reference tool as and when you need to.
All new starters are to be issued a copy of this guide on their first day to read within one
month so that the organisation can be sure they have been informed of IG law, best
practice, policies and procedures. A declaration form (at the back of the guide) is to be
signed by the new starter once they have read the guide to confirm that they have read
and understood their IG responsibilities. Declaration forms to be returned to CCG
corporate lead and IG team.
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What is Information Governance?
Information Governance (or IG for short) is about how we handle information, from obtaining it,
processing it, storing it, sharing it and disposing of it. IG is a series of best practice guidelines and
principles of the law to be followed when handling information.
A wide variety of subjects are covered by IG including policies, processes and controls which are
implemented both to provide guidance for staff and to manage information in such a way that supports
the organisation’s immediate and future regulatory, legal, risk, environmental and operational
requirements.

What is Information?
Information can be broken down in the following way. (Please note that these definitions are not fully
inclusive and should be used as a guide only).
Personal Information
Personal -

Data that relates to an individual who can be identified from the data, or from the data
together with information which is in the possession of or likely to be in the
possession of the data controller, this includes any expression of opinion about the
individual. (Individual - sometimes referred to as Data Subject). A person’s identity
could be established through:









Sensitive -

Forename
Surname
Date of Birth
Gender
Address
Postcode
NHS number, hospital number or other patient number
Staff payroll number

Sensitive information is classed as information that might result in harm to the
individual or their reputation, a loss of an advantage or level of security if disclosed to
others. Loss, misuse, modification or unauthorised access to sensitive information can
adversely affect the privacy or welfare of an individual. Below are examples of
sensitive information.








Race / Ethnic Origin
Political opinions
Religion
Physical or mental health conditions
Sexual life
Offence or alleged offence of the data subject
Any proceedings for any offence committed or alleged to
have been committed by the data subject, the disposal of such
proceedings or the sentence of any court in such proceedings.
4

Confidential -

Confidential information is person identifiable information, sensitive information,
information which is not already lawfully in the public domain and information which
has been shared in confidence.
Examples of confidential information are:



Patient records
Financial records

You will often hear the terms PID (Person Identifiable Data)
Or
PCD (Person Confidential Data) in relation to sharing of information in the NHS

Non Personal Information
Anonymised -

Data which does not identify who the information relates to, for example a report
where all the identifiable information has been removed

Pseudonymised - Identifiable data removed and replaced by codes, only the people who are authorised
to have access to the data subject’s identity will know who the code relates to.
Corporate -

Information relating to the organisation, not all corporate information is confidential
but some is such as minutes of meetings (if they contain person identifiable, sensitive
or commercially sensitive information). More examples are below.





Contracts for suppliers
Minutes of meetings
Strategies / policies
Procurement / tendering issues

The Information Governance Team
The IG Team is based in Executive Suite, Phoenix Place, Christopher Martin Road, Basildon, SS14 3HG.
The IG Team has a secure mailbox for general IG queries / advice, please e-mail:
essexccg.ig@nhs.net
For e-learning password resets please go to
https://www.igtt.hscic.gov.uk
and below the login fields there is the facility to change your password.
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The Information Governance Team:

Jane Marley

Head of Information Governance
01268 594531
07854 441295
Jane.marley@nhs.net (Secure email address)

Tracey van Wyk

Essex CCGs Information Governance (IG) Lead
01268 594368
07535 629613
Tracey.vanwyk@nhs.net (Secure email address)

Debbie Smith-Shaw Information Governance Advisor
01268 594520
07773 106729
debbie.smith-shaw@nhs.net (Secure email address)
Gemma Kerr

Information Governance Co-Ordinator/Trainer
01268 594518
07508 041755
gemmakerr@nhs.net (Secure email address)

Robert Michoma

Information Governance Administrator
01268 594596
r.michoma@nhs.net (Secure email address)

Priscilla Driscoll

GP IG Co-ordinator
01268 594567
Priscilla.driscoll@nhs.net (Secure email address)

Paula Mead

IG Co-ordinator
01268 594515
Paulamead@nhs.net (Secure email address)

The Freedom of Information & Access to Information Team:
Iain Gear

Freedom of Information Lead
01268 594515
07580 932621
Iain.gear@nhs.net
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3. Roles and Responsibilities
3.1 West Essex CCG Governing Body
The CCG Board has ultimate responsibility for ensuring that the organisation corporately meets it’s legal
responsibilities and for the adoption of internal and external governance requirements.

3.2 Chief Officer
The Accountable Officer as the Chief Officer of the CCG has overall accountability and responsibility for the
management of information governance and for ensuring appropriate mechanisms are in place to support
service delivery and continuity in the organisation.

3.3 Senior Information Risk Owner (SIRO)
The role of Senior Information Risk Owner (SIRO) has been assigned to the Chief Finance Officer. The
SIRO takes ownership of both the organisation’s information risks policy and acts as advocate for
information risk to the Board by providing written advice on the content of the Annual Governance Statement.
This includes oversight of both the organisation’s information security incident reporting and response
arrangements.
The key responsibilities of the SIRO are to:
a) Oversee the development of an Information Risk Policy and a strategy for implementing the policy within
the existing Information Governance Framework
b) Take ownership of the risk assessment process for information risk, including review of an annual
information risk assessment to support and inform the Annual Governance Statement
c) Review and agree actions in respect of identified information risks
d) Ensure that the organisation’s approach to information risk is effective in terms of resource, commitment
and execution and that this is communicated to all staff
e) Provide a focal point for the resolution and / or discussion of information risk issues
f) Ensure the Board is adequately briefed on information risk issues
The SIRO will be supported in their role by the Basildon and Brentwood IG Team.

3.4 Information Governance Champion (within CCG)
The Information Governance Champion (IG Champion) for the CCG is the Clinical Director. The IG Lead is
accountable for ensuring effective management, accountability, compliance and assurance for all aspects of
IG. The key tasks, some of which will be delegated to the IG Team, include:
a) Developing and maintaining the currency of comprehensive and appropriate documentation that
demonstrates commitment to and ownership of IG responsibilities
b) Ensuring that there is top level awareness and support for IG resourcing and implementation of
improvements
c) Providing direction in formulating, establishing and promoting IG policies
d) Establishing working groups, if necessary, to co-ordinate the activities of staff given IG responsibilities
and progress initiatives
e) Ensuring annual assessments and audits of IG policies and arrangements are carried out, documented and
reported
f) Ensuring that the annual assessment and improvement plans are prepared for approval by the CCG Patient
Safety, Quality & Experience Committee in a timely manner.
g) Ensuring that the approach to information handling is communicated to all staff and made available to the
public
h) Ensuring that appropriate training is made available to staff and completed as necessary to support their
duties
i) Liaising with other committees, working groups and programme boards in order to promote and integrate
IG standards
j) Monitoring information handling activities to ensure compliance with law and guidance
k) Providing a focal point for the resolution and / or discussion of IG issues
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3.5 Caldicott Guardian
The CCG’s Caldicott Guardian is the Clinical Director of the Board. The Caldicott Guardian has particular
responsibility for protecting the confidentiality of patients / service-users information. Acting as the
'conscience' of the CCG, the Caldicott Guardian will actively support work to enable information sharing
where it is appropriate to share and will advise on options for lawful and ethical processing of information.
Caldicott Function
In West Essex CCG the Caldicott Function will be undertaken by the Essex Information Governance Steering
Group hosted by Basildon & Brentwood CCG.
The key responsibilities of the Caldicott Function are to:
a) Support the Caldicott Guardian
b) Ensure the confidentiality and data protection work programme is successfully co-ordinated and
implemented
c) Ensure compliance with the principles contained within the Confidentiality: NHS Code of Practice and
that staff are made aware of individual responsibilities through policy, procedure and training
d) Complete the Confidentiality and Data Protection Assurance component of the Information Governance
Toolkit, contributing to the annual assessment
e) Provide routine reports to senior management on Confidentiality and Data Protection issues

3.6 Head of Information Governance / Data Protection Officer (Essex IG Team hosted
by Basildon & Brentwood CCG)
The Head of Information Governance / Data Protection Officer (DPO) is responsible for ensuring the CCG
complies with all aspects of IG and the Data Protection Act. The Head of Information Governance will
ensure all tasks are undertaken in order to meet the required standards.
Key tasks will include:a) Developing and maintaining the currency of comprehensive and appropriate documentation that
demonstrates commitment to and ownership of IG responsibilities, for example, the production of an
overarching high level framework document supported by relevant policies and procedures
b) Ensuring that there is top level awareness and support for IG resourcing and implementation of
improvements within the CCG
c) Establishing working groups, if necessary, to co-ordinate the activities of staff given IG responsibilities
and progress initiatives
d) Ensuring annual assessments and audits of IG and other related policies are carried out, documented and
reported
e) Ensuring that the annual assessment and improvement plans are prepared for approval by the Executive
Committee in a timely manner
f) Ensuring that the approach to information handling is communicated to all staff and made available to the
public
g) Ensuring that appropriate training is made available to staff and completed as necessary to support their
duties. For NHS organisations this will need to be in line with requirements of the Informatics Planning
component of the NHS Operating Framework for 2014/15
h) Liaising with other committees, working groups and programme boards in order to promote and integrate
IG standards
i) Monitoring information handling activities to ensure compliance with law and guidance
j) Providing a focal point for the resolution and / or discussion of IG issues
(The Information Governance service is a hosted service provided by the Basildon & Brentwood CCG
Information Governance Team.)
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3.7 Information Asset Owners
For information risk, Information Asset Owners (IAOs) are directly accountable to the SIRO and will provide
assurance that information risk is being managed effectively for their assigned information assets.
IAOs will:
a) Lead and foster a culture that values, protects and uses information for the benefit of patients
b) Know what information comprises or is associated with the asset and understands the nature and
justification of information flows to and from the asset
c) Know who has access to the asset, whether system or information and why and ensures access is
monitored and compliant with policy
d) Understand and address risks to the asset, providing assurance to the SIRO.

3.8 Freedom of Information Lead (Essex IG Team hosted by Basildon & Brentwood
CCG)
The Freedom of Information (FOI) Lead’s main responsibilities are to:
a) Ensure the CCGs comply with all aspects of the Act, associated Codes of Practice and related provisions
in particular for contracting and procurement, minutes of meetings and so on
b) Provide reports to the Patient Safety, Quality & Experience Committee highlighting resource, performance
and compliance issues
c) Draft and / or maintain the currency of the organisation’s FOI policy
d) Ensure that all staff are aware of their personal responsibilities for compliance with the Act and adhere to
organisational policies and procedures
e) Ensure training and written procedures are widely disseminated and available to all staff
f) Ensure the general public has access to information about their rights under the Act
g) Establish appropriate arrangements to deal with appeals and investigations into complaints about decisions
and response times
h) Liaise and work with other functions responsible for information handling activities, for example Caldicott
Guardian, data protection and information security staff
i) Contribute to or liaise with external FOI networks or groups to keep updated on ‘round robin requests’.
(The Freedom of Information service is a hosted service provided by the Basildon & Brentwood CCG
Information Governance Team.)
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What the IG Team Do
Below are some examples of the work carried out by the IG team:
IG toolkit on behalf of all 7 CCGs within Essex - The Information Governance Assessment tool is used to
measure the organisation’s compliance, this is an annual return and the CCG has 28 requirements to fulfil and
gather evidence for submission.
Auditing on behalf of all 7 CCGs within Essex - Internal and external audits are carried out regularly to
ensure compliance, for reporting purposes and to highlight training needs.
Training on behalf of all 7 CCGs within Essex - the IG Team monitor and report on the IG Training Tool (elearning) and provide face to face IG training. Training is also provided face to face to CCGs for key staff
groups.
Policies and procedures on behalf of all 7 CCGs within Essex - Developing / reviewing and updating of IG
policies and procedures
Counter Fraud Investigations on behalf of all 7 CCGs within Essex - the IG Team is sometimes required to
assist with Counter Fraud investigations; this will usually involve carrying out audits on the clinical systems
and compiling evidence.
Data mapping support to all 7 CCGs within Essex to complete their own - dealing with how information is
flowing in and out of the organisation, by which method and who from / to and ensuring that appropriate
procedures are in place to comply with the law and minimise risk.
Information Sharing Agreements on behalf of all 7 CCGs within Essex - When staff / departments within the
organisation need to share information with or receive information from another organisation / person, the IG
Team has to ensure the proposed sharing is compliant with the law and if so, assist in drawing an Information
Sharing Agreement - in essence this is a contract between parties stating what can and cannot be done with
the information (that is it must be securely destroyed by a certain date, stored securely and so on).
Information Governance Incident reporting on behalf of all 7 CCGs within Essex and dealing with breaches
of confidentiality.
Development and Maintenance of an information asset register – the IG Team provide support to the CCG to
complete and maintain their own asset registers
Risk assessments on behalf of all 7 CCGs within Essex
To give advice as and when requested
Privacy Impact Assessments on behalf of all 7 CCGs within Essex
IG Awareness for all 7 CCGs in Essex - Posters, newsletters, Intranet, interactive sessions, lessons learnt and
so on.
Staff Investigations on behalf of all 7 CCGs within Essex - suspected IG Breaches
Independent contractor IG investigations
Support GPs with completion of IG Toolkits and IG Training
Support the CCG’s Senior Information Risk Owner (SIRO)
Support the CCG’s Caldicott Guardian
Develop and monitor IG clauses in contracts on behalf of all 7 CCGs within Essex
Freedom of Information requests on behalf of all 7 CCGs within Essex
Subject Access and Access to Health Records requests on behalf of all 7 CCGs within Essex

10

The IG Toolkit is an Information Governance Assessment tool to measure the organisation’s compliance, this
is an annual return and the CCG has 28 requirements to fulfil and gather evidence for.
The final assessment must be submitted by 31 March each year and is shared with the Health and Social
Care Information Centre, Care Quality Commission, Audit Commission and NHS England.
The NHS Operating Framework requires organisations to achieve level 2 performance against all
requirements identified in the IG Toolkit. Organisations must sign to provide assurance that they are meeting
these requirements and must have robust improvement plans to address any shortfalls against other
requirements.
The IG Toolkit is an online tool that enables organisations to measure their performance against the
information governance requirements set out above.
The CCG toolkit contains a set of six initiatives or work areas covering the following areas:
Information Governance Management
 IG Specialists
 IG Training
Confidentiality and Data Protection Assurance
 Confidentiality NHS Code of Practice
 Data Protection Act 1998
Information Security Assurance
 Information Security Management NHS Code of Practice
 International standard for Information Security: ISO/IEC 27002:2005
 Information risk management
Clinical Information Assurance
 Health Records Management
 Records Management NHS Code of Practice
Secondary Uses Assurance
 Information Quality
 Payment by Results
Corporate Information Assurance
 Freedom of Information Act 2000
 Corporate Records Management
 Records Management NHS Code of Practice
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What is Confidentiality?
A definition of confidentiality is person identifiable information, sensitive information, information
which is not already lawfully in the public domain and information which has been shared in
confidence that if leaked into the Public domain could harm an individual or an organisation.
Confidential information can be shared with consent from the person that it relates to. In some cases
confidential information can be shared without consent - please see page 16 for more information on
this.
A duty of confidence arises when person identifiable or sensitive information is obtained and
recorded in circumstances where it is reasonable for the subject of the information to expect that it
will be held in confidence. All patient information is confidential.
Patients provide their personal details and sensitive information relating to their health and other
matters as part of their seeking treatment and they have a right to expect that we will respect their
privacy and act appropriately. The duty can equally arise with some staff records, for example
occupational health, financial matters, staff identifiable information and so on.
Patients have a right to be informed about how we will use their information for healthcare and the
choices they have about restricting the use of their information.
Confidentiality is a legal requirement and all staff contracts contain confidentiality clauses. There
may be repercussions if an employee discloses confidential information to someone they shouldn’t,
please see below for more information on this.
Everyone is responsible for confidentiality.
Please be aware that there are penalties (financial, up to half a million pounds and in some cases
custodial sentences) for data losses and breaches for the organisation. However, if the organisation
can prove that the staff member who caused the breach (by disclosing information inappropriately or
by negligence) had received training and knew of the organisation’s policies, then it is the individual
who will receive the fine and possibly a 3 year prison sentence.

Confidentiality and the Care Record Guarantee
The NHS is bound by the following confidentiality commitments under the Care Record Guarantee,
the commitments which relate to IG are:
Commitment 2:
Commitment 3:
Commitment 4:
Commitment 5:
Commitment 6:
Commitment 9:

Information shared on a need to know basis to support healthcare
Information won’t normally be shared for other purposes without patient
permission
Where patients lack capacity we will act in their best interest
Where we need to involve non NHS in care we will seek patient agreement
Patients may place restrictions on data sharing. Where lawful exceptions to this
apply there will be transparent processes for making decisions about sharing
All staff should be trained to provide a confidential service
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What is a safe haven?
A safe haven is a process by which sensitive and person identifiable information must be handled.
Safe haven is needed to ensure the privacy and confidentiality of information and to meet legal
requirements and the Department of Health guidelines.
All sensitive and person identifiable information received by or sent from the CCG must be handled in
compliance with the CCG’s Safe Haven Procedures.
The use of written documents, fax machines, telephones, computer systems and e-mails are governed by
safe haven principles and procedures. The utmost care must be exercised when transferring sensitive and
person identifiable information.

Safe haven procedures for faxes
A safe haven fax machine is a fax machine which is not in a public place (such as a corridor) or
accessible by multiple people (such as a shared fax machine in an open plan office). The fax machine
should ideally be kept in a locked room and a limited number of people should have access to it.

Sending a Confidential fax





Telephone the recipient of the fax to let them know you are about to send confidential
information. Double check the fax number.
Ask them to wait by their fax whilst you send it and acknowledge receipt of the fax.
Always use a fax cover sheet and make sure that it states that the fax is confidential, as well as
the name of the recipient and the fax number, the sender’s name and number, number of pages,
date sent, confidentiality disclaimer and a contents private and confidential warning.
Request a report sheet to confirm that the fax has been transmitted.

Receiving a confidential fax




If you do not have access to a safe haven fax machine and you are expecting to receive a
confidential fax, you should wait by the fax machine until the fax has arrived.
Ideally a fax in a non-secure location should require a pin number to be entered in order to
retrieve faxes.
If a confidential fax is not immediately collected by the intended recipient it should be placed in a
sealed envelope with their name on it and marked private and confidential.

Safe haven procedures for e-mails
E-mails containing person identifiable or sensitive information should always be sent securely.
NHSmail is an encrypted system, which is secure as long as the e-mail is going from an NHS.net e-mail
account to another NHS.net e-mail account or other secure email account. The security of the email
account should be checked before sending.
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Transporting records out of the office
If your job requires you to take records out of the office, you should do everything possible to protect
those records from loss or theft.
Whilst travelling on public transport make sure you keep the records in a concealed bag and keep them
with you at all times. Take care not to leave the records behind or let anyone else view them.
Whilst travelling in your car, you should lock the records away in the boot. If possible to do so, you
should take the records with you when you leave the vehicle, even if it means taking them into another
patient’s home. Make sure that you keep them hidden away in your bag and don’t forget to take your
bag when you leave.
If you are unable to return to your base or place of work before going home you should take all records
inside with you and lock them away as your friends and family do not have a right to see the information
contained within them.
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Information Sharing is vital in order to provide a co-ordinated service. There is legislation and
guidelines to follow when sharing information.







Common Law Principles of Confidentiality
Data Protection Act 1998 (see page 21)
Human Rights Act 1998 (see page 58)
Computer Misuse Act (See page 60)
Caldicott Principles (see below)
Other administrative legislation

The Data Protection Act 1998 should be seen as a tool to promote the effective and appropriate
processing of information.
Information Sharing contracts / agreements are set up within the organisation in accordance with the
Caldicott principles (see below).

Caldicott
Every NHS organisation will have a Caldicott Guardian. The Caldicott Guardian is usually someone at
Board level with a clinical background. It is their role to make overall decisions when sharing
information and to give advice when required to do so.
The Caldicott Principles were introduced when Dame Fiona Caldicott was commissioned by the Chief
Medical Officer in England to report on how patient information is used in the health service, following
concerns over patient confidentiality being undermined by the development of information technology
within the NHS. The following recommendations were made and these are known as the Caldicott
Principles:
1.
2.
3.
4.
5.
6.
7.

Justify the purpose(s) for using confidential information
Only use it when absolutely necessary
Use the minimum that is required
Access should be on a strict need to know basis
Everyone must understand his or her responsibilities
Understand and comply with the law
Sharing information can be as important as the duty to protect patient confidentiality

Often the Caldicott principles get mixed up with the Data Protection Principles, the best way to
differentiate between the two is to think of the Caldicott principles as the way we share information and
the Data Protection principles as the way we process information.

Consent
In most cases you will need consent from the person to whom the information relates before you can
share it.
There are 2 different types of consent, implied and express.
Implied consent is when consent is implied by the behaviour of the individual and specific written
consent is not required. You must be sure that the individual is fully informed and aware that you will
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be sharing the information. An example of implied consent is if a GP tells a patient that they will be
referred to a specialist, unless the patient specifically requests that they do not want their information
passed on, it can be shared with that specialist.
Express consent is when full informed consent must be obtained; this will usually be in writing. For
example, a patient’s details and medical details are requested by a research company, the patient would
have to sign to give consent for their details to be released to the research company.
Whenever you share information, make sure the individual to whom it relates is fully informed about
what their information will be used for, who it will be shared with and how long it will be kept for.
Sharing without Consent
In certain circumstances information can be shared without obtaining consent.
This is by Court Order, under section 251 Health and Social Care Act 2012 and under Public Interest (for
example the public are at serious risk if there is someone attacking people on the street that you can
release information on in order to facilitate their arrest).
Below are some examples of when you would not need to seek consent before sharing information:





Place a child at increased risk of significant harm
Place an adult at increased risk of serious harm
Prejudice the prevention, detection or prosecution of a serious crime
Lead to unjustified delay in making enquiries about allegations of significant or serious harm.

Consent - Children and Young Persons
Adults (18 and over) and young people (16 -17) can consent to their own treatment.
Young people under the age of 16 have to be assessed as ‘Fraser’ competent before they are able to
consent to treatment.
‘Fraser’ competent is the same as ‘Gillick’ competent but it relates solely to contraception.
Fraser or Gillick Competency is an assessment of whether a child has sufficient maturity, understanding
and intelligence to consent to what is proposed. It is ultimately a fact finding mission, with the child
being asked specific questions about their illness and proposed treatment, in order to determine whether
they are ‘Fraser competent’ and therefore able to consent to treatment themselves.
As long as the individual under the age of 16 can demonstrate that they fully understand and can weigh
up the information needed to make a decision for themselves when assessed, then they can consent to
their own treatment.
Consent and Mental Capacity
The statutory principles of the Mental Capacity Act 2005 state:




A person must be assumed to have capacity unless established that they lack capacity
A person is not to be treated as unable to make a decision unless all practical steps to help them
to do so have been taken without success
A person is not to be treated as unable to make a decision simply because they make an unwise
decision
17





Acts done and decisions made must be in the person’s best interest
Is there another way which is less restrictive of the person’s rights and freedom of actions?
Does the person have the ability to:
o Understand the information?
o Retain the information related to the decision?
o Use or assess the information while considering the decision?
o Communicate the decision by any means?

For more information about sharing information without consent in the interest of the public please see
Data Protection section on Page 21 – Data Protection Order 2000.
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(Source: Information Sharing Guidance for Managers and Practitioners)

1.
2.

3.
4.

5.
6.

7.

Remember that the Data Protection Act is not a barrier to
sharing information but provides a framework to ensure that
personal information about living persons is shared appropriately.
Be open and honest with the person (and / or their family
where appropriate) from the outset about why, what, how and
with whom information will, or could be shared and seek their
agreement, unless it is unsafe or inappropriate to do so.
Seek advice if you are in any doubt, without disclosing the
identity of the person where possible.
Share with consent where appropriate and, where possible,
respect the wishes of those who do not consent to share
confidential information. You may still share information
without consent if, in your judgement, that lack of consent can
be overridden in the public interest. You will need to base your
judgement on the facts of the case.
Consider safety and wellbeing: Base your information sharing
decisions on considerations of the safety and wellbeing of the
person and others who may be affected by their actions.
Necessary, proportionate, relevant, accurate, timely and
secure: Ensure that the information you share is necessary for the
purpose for which you are sharing it, is shared only with those
people who need to have it, is accurate and up-to-date, is shared
in a timely fashion and is shared securely.
Keep a record of your decision and the reasons for it – whether it
is to share information or not. If you decide to share, then record
what you have shared, with whom and for what purpose.
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This Act regulates the processing of personal and or sensitive information for any living individual. This
covers both manual and electronic records. It applies to personal information generally and not just
health records.
Personal and sensitive information is data relating to any living individual that enables him or her to be
identified either from that data alone or from that data in conjunction with other information. It therefore
includes such items as name, address, age, race, religion, gender and information relating to physical,
mental or sexual health.
The Data Protection Act mainly relates to how we process information. Processing means everything
that is done with that information, for example, creating, obtaining, holding, recording, using, sharing
and disposing of it.
The act can be broken down into 3 main sections:

Notification by the Data Controller
This is the person who determines how and why personal information is processed, the ultimate
responsibility for notification will rest with the Chief Officer of the CCG. The Information
Commissioner has to be notified that personal data is being processed by the organisation. These
notifications are then entered into a register so that the public can check the type of processing being
carried out by the organisation.
Compliance with the 8 Data Protection Principles
Personal data must be:
1. Processed fairly and lawfully You must have legitimate grounds for collecting and using the information and not use
the information in ways that have unjustified adverse effects on the individuals concerned.
You must be transparent about how you intend to use the data and give individuals
appropriate privacy notices when collecting their personal data. The information should
always only be handled in ways that they would expect and make sure that you do not do
anything unlawful with the data.
2. Processed for specified purposes You must be clear from the outset about why you are collecting personal data and what
you intend to do with it and comply with the Act’s fair processing requirements, including
the duty to give privacy notices to individuals when collecting their personal data. You
must also ensure that if you wish to use or disclose the personal data for any purpose that
is additional or different from that originally specified, the new use or disclosure is fair.
3. Adequate, relevant and not excessive You should ensure that you hold personal data about an individual that is sufficient for the
purpose you are holding it for and you do not hold more information than you need for
that purpose. You should therefore identify the minimum amount of personal data you
need to properly fulfil the purpose; you should hold that information and no more.
21

4. Accurate and kept up to date To comply with this principle you should take reasonable steps to ensure the accuracy of
any personal data you obtain, ensuring that the source of any personal data is clear and
you should carefully consider any challenges to the accuracy of information and consider
whether it is necessary to update the information.
5. Not kept for longer than necessary This means that it is necessary to review the length of time you keep personal data, you
must consider the purpose(s) you hold the information for when deciding whether to
retain it and how long for - Please note the NHS Code of Practice sets out guidelines on
retention periods, see Records Management on Page 24. When the retention period has
ended, securely delete / destroy (see page 26) information that is no longer needed.
Update, archive or securely destroy information that is out of date.
6. Processed in accordance with the rights of the data subjects
This principle relates to the right of individuals to access a copy of the information
comprised in their personal data (see subject access requests on page 24), a right to object
to processing that is likely to cause or is causing damage or distress, a right to prevent
processing for direct marketing a right to object to decisions being taken by automated
means, a right in certain circumstances to have inaccurate personal data rectified, blocked,
erased or destroyed and a right to claim compensation for damages caused by a breach of
the Act.
7. Protected by appropriate security (practical and organisational)
There must be appropriate security to prevent the personal data that is held being
accidentally or deliberately compromised, to ensure this you must organise your security
to fit the nature of the personal data you hold and assess the harm that may result from a
security breach, be clear about who in the organisation is responsible for ensuring
information security, make sure you have the right physical and technical security - this is
backed up by robust policies, procedures and well trained staff and be ready to respond to
any breach of security swiftly and effectively. (See page 28 for more information on
information security).
8. Not transferred out of the EEA without adequate protection
Information must not be transferred to a country or territory outside the EEA, unless that
country or territory ensures an adequate level of protection for the rights and freedom of
data subjects in relation to the processing of personal data. Many countries outside of the
EEA are not governed by the same acts and legislation as those in the EEA. You must be
particularly careful if uploading information onto a website as this can be accessed from
other countries.
Often the Caldicott Principles get mixed up with the Data Protection Principles, the best way to
differentiate between the two is to think of the Caldicott Principles as the way we share information and
the Data Protection Principles as the way we process information.
Rights of the Individual
Individuals have rights about the information that is held concerning them. For example, an individual
has a right to seek access to their records held by their health or social care provider.
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Data Protection Order 2000
This order amends the DPA 1998 and provides that sensitive personal data may be lawfully processed
without explicit consent where there is substantial public interest in disclosing the data for any of the
following purposes:







For the detection and prevention of serious crime
For the protection of members of the public or the individual
Under the Mental Capacity Act 2005
By Court Order
Under Section 251 Health and Social Care Act 2012
In relation to children under 16 who after assessment are deemed not able to understand.

Police are required to submit a ‘Section 29 Request for Information’ form to the organisation when they
need information on an individual (for example last known address). They have to state the reason they
need the information and it is up to the Information Governance Lead of the CCG (with the assistance of
the Caldicott Guardian if needed) to decide whether it is a valid enough reason to release the information.
Please be aware that there are penalties (financial and in some cases custodial sentences) for data losses
and breaches for both the organisation and the individual(s) involved. You can find more information on
this under information security incidents and incident reporting on page 42.
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Introducing the General Data Protection Regulation (GDPR)
The General Data Protection Regulation (GDPR) 2016 will replace the Data Protection Act 1998 on 25th
May 2018. This is an EU Regulation, to be implemented across the EU- including the UK, as Brexit will
not affect it.
The GDPR applies to information relating to all EU/UK citizens regardless of whether or not the
information is processed within the EU/UK. This is to ensure there is the same level of protection across
the board for all EU/UK citizens, with less scope for local interpretation.
The GDPR is based on the Data Protection Act Principles, but it strengthens existing data protection law,
provides individuals with more control over their information and takes into account an evolving
technological landscape.
The key differences between the Data Protection Act 1998 (DPA) and GDPR are detailed below (the
speech
bubbles denote how this is different from the DPA):
The ICO can issue fines up to £500,000
for serious breaches in the UK under the
DPA

Currently non EU companies processing information of EU individuals
must provide assurance that they work to the same rules in the DPA
or equivalent.

Currently
International
transfers fall under
the recipient
Countries data
laws

Personal Data is
currently
defined as
anything that
could identify
an individual

Individuals
currently have
some rights in
relation to their
information but
the GDPR
introduces new
rights and
strengthens the
existing rights

Under DPA the
use of ‘opt out’
tick boxes are
allowed. This
will no longer be
the case.

Select
organisations in
the UK (inc NHS)
are required to
report high risk
breaches to the
ICO within 24
hours. Other
Countries may
not have the
same time limits.

Data
Controllers are
responsible for
Data Processor
breaches under
DPA

This is a new role
which does not
apply in the DPA

‘Legitimate Interests’ can be used as a
24
legal basis for processing at present.

Currently, each Country have
their own Data Laws and
govern them differently- in
the UK it is the ICO.

At the moment
Privacy Impact
Assessments
are good
practice but not
a legal
requirement

Records management is the process by which an organisation manages all aspects of records both
internally or externally generated (these can be in any format or media type), from their creation, all the
way through their lifecycle to their disposal.
The Department of Health has published an NHS Code of Practice on Records Management, this
document has been put together as a guide to the required standards of practice in the management of
records for those who work within or under contract to NHS organisations in England. It is based on
current legal requirements and professional best practice.
What is a record?
A record can be in any of the formats below:










All administrative / business records (such as personnel, estates, financial and accounting records,
notes associated with complaints and so on)
All patient health records (electronic or paper based)
All staff records (electronic or paper based)
Photographs and other images
X-Ray
Audio, cassettes, videotapes, CD Rom and so on.
Computer databases, output and disks and so on and all other electronic records
Scanned records
Telephone messages (electronic or paper based)

The purpose for a records management system is to ensure that:









Records are available whenever needed or requested, from which the CCG is able to form an
audit of the activities or events that have taken place.
Records can be accessed, both records and the information within them can be located and
displayed in a way consistent with its initial use and that the current version is identified where
multiple versions exist.
Records can be interpreted; the context of the record can be interpreted: who created or added to
the record and when, during which business process it was created /amended and how the record
is related to other records.
Records can be trusted, the record reliably represents the information and that it’s integrity and
authenticity can be demonstrated.
Records can be maintained through time, the qualities of availability, accessibility, interpretation
and trustworthiness can be maintained for as long as the record is needed, perhaps permanently,
despite changes of format.
Records are secure from unauthorised or inadvertent alteration or erasure, that access and
disclosure are properly controlled and audit trails will track all use and changes. To ensure that
records are held in a robust format which remains readable for as long as records are required.
Records are retained and disposed of appropriately, using consistent and documented retention
and disposal procedures, which include provision for appraisal and the permanent preservation of
records with archival value.
All staff are appropriately trained, so that they are aware of their responsibilities for recordkeeping and record management.
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Records Lifecycle
Records lifecycle; describes the life of a record from its creation / receipt into the organisation, through
the period of it’s “active” use, then into a period of “inactive” retention (such as closed files which may
still be referred to occasionally) and finally either confidential disposal or archival preservation. See
diagram below:

Record Lifecycle
Close
Record

Creation

Create & log
quality
information

Using

Process in
accordance with
legal & policy
requirements

Retention

Appraisal

Keep / maintain
in line with NHS
recommended
Retention
Schedule

Determine whether
records are worthy of
permanent archival
preservation

Disposal

Dispose
appropriately
according to
policy

Record Quality Information
You should always ensure that you record quality information; keep all types of information:







Accurate
Up to date
Complete - including the NHS number
Quick and easy to find (ensure your filing systems are easy to use)
Free from duplication
Free from fragmentation (stored together rather than in individual files)

Process in accordance with legal and policy requirements
You must abide by the law when processing information, this includes obtaining the information,
handling / recording, updating and storing the information. You can find more information on the
relevant acts and policies in this induction pack.






Data Protection Act 1998
(See page 21)
NHS Code of Practice
(See pages 10, 21 & 27)
Information Lifecycle Management Policy (See page 53)
Information Security Policy (See page 35)
Care Record Guarantee
(See page 13)

This list is not exhaustive.
Retention
When information is no longer required it must be archived. Speak to your CCG’s records manager for
advice on archiving.
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Retention Periods


There are different retention periods for different types of information. For example, a birth
notification is to be retained until the individual is 25 years old (or 26 years old if their treatment
concluded when they were 17 or 8 years after death); whereas office diaries only need to be
retained for one year after the diary expired. For a full list of retention periods please refer to the
NHS Records Management Code of Practice.

Appraisal
When the advised retention period for information has expired you need to assess whether the
information is ready for destruction or whether it should be retained for longer. You have to bear in
mind your legal obligations for keeping information for longer and weigh up the reasons why it may be
beneficial to retain it for longer whilst complying with the law.
Disposal / Destruction
Once you have reviewed the information and decided that it is no longer required you must ensure that it
is destroyed appropriately.
If you need to destroy the information yourself you should either shred it using a cross cut shredder or
put it in an approved shredding sack / box. For more information please see Disposal of Confidential
Waste on Page 39.
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The Data Protection Act 1998 gives every living person (or their authorised representative) the right to
apply for access to their health records, irrespective of when they were compiled.
The Data Protection Act 1998 supersedes the Data Protection Act 1984 and the Access to Health
Records Act 1990. The exception to this is in relation to records of the deceased, which are still governed
by the Access to Health Records Act 1990. This Act limits access to manual records made since 1
November 1991 unless earlier entries are necessary to make any later part of the records intelligible.
Purpose
The Access to Information (FOI, SAR & AHRA) Policy for the CCG sets out the requirements of it’s
staff for managing requests to access records. In general terms, this policy covers all records which do or
could identify an individual for which the CCG ‘holds’ information.
Legislation provides that an individual has the right to request access to their personal information that is
held by an organisation. The information can be health records, employment records, or records which
hold information relating to them as the ‘data subject’.
This policy deals with the rights of data subjects provided under Section 7 of the Data Protection Act
1998, whereby individuals can request access to their data.
The Data Protection Act 1998 came into force on 1 March 2000, implementing the European Directive
on the protection of individuals with regard to the processing of personal data and on the free movement
of such data.
The Act gives individuals (known as data subjects) the right, subject to certain exceptions, to request
access and obtain copies of personal data about themselves that is held in either computerised or manual
formats and any type of personal information that is recorded including photographs, X-rays, audio
messages and CCTV images.
Data subjects have access rights to their personal information irrespective of when the record was
created. To exercise this right an individual must make a written request for information. This is known
as a Subject Access Request.
Responsibilities
The IG Team will manage the requests on behalf of the CCG.
While the CCG is ultimately responsible for decisions made regarding Subject Access Requests, the
Access to Information Team, within the wider IG team, has day to day responsibility for the Act and
ensuring that deadlines are met.
The Chief Operating Officer of the CCG is the Chief Officer and Data Controller. The Chief Operating
Officer shall have overall responsibility for The Access to Information (FOI, SAR & AHRA) Policy by
ensuring that all staff within the CCG:
 Comply with legislation, guidelines and procedures as set out and agreed within the policy.
 Work within the time scales set out within the policy.
The Caldicott Guardian is responsible for ensuring that patient information may only be passed on for a
justifiable purpose and where possible only minimum information about the patient should be used.
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The Senior Information Risk Owner (SIRO) is responsible for ensuring that Person Identifiable Data
(PID) and other information may only be passed on for a justifiable purpose and where possible only
minimum information about the person should be used.
The IG Team will provide leadership and advice in terms of responding to requests and is responsible for
ensuring that the relevant time limits are met and the information requested must be provided correctly
and as requested, subject to any legal redactions.
All request details will be entered into a log and this will be maintained to monitor compliance to ensure
all requests are answered in a timely manner.
The IG Team is also responsible for:
 Ensuring that, prior to the release of any information, the Access to Information Officer within
the IG Team is satisfied regarding the identity of the person making the request and that consent
is in place where a request is made by a representative.
 Ensuring that the Access to Information Officer does not release any information until this
identification has taken place.
 Providing advice to staff in the CCG on the withholding of certain information requested under
the Data Protection Act.
 Liaising with other organisations if relevant to process the access request in the event of shared
records / data.
If an applicant is making a request on behalf of another, such as a relative or a child, then consent, valid
authority or evidence of parental responsibility of the patient, or lack of mental capacity, should be
produced. Should further guidance be needed on obtaining valid consent please get in touch with the IG
Team, who will be able to advise and assist.
Senior managers are responsible for:
 Ensuring that all staff follow the process by sending the photocopies of requested information to
them for the ultimate decision and signature.
 Ensuring that all staff are aware of their accountability for any decision to pass on PID.
All Staff - All managers and staff will comply with any request for personal data forwarded by the IG
Team as quickly as possible and will respond as soon as possible, but before a deadline communicated
by the Access to Information Lead.
To access records, the process is to:
 Make a written application to the organisation holding the records.
 Provide any further information as the organisation may require to sufficiently identify the
individual and,
 Pay the relevant fee
Iain Gear (FOI Lead) would deal with any requests for the CCG, but it is very rare to receive requests as
generally commissioning organisations do not hold patient records, requests to access staff records
however would be dealt with internally. All requests received directly should be sent to: Iain Gear, FOI
Lead, 01268 594515 or ccgsar inbox (see page 30).
If a patient would like to see or obtain a copy of the records their GP holds, then they should make the
request directly to the GP or Practice Manager.
If a member of staff would like to view or obtain a copy of records held about them by their employer,
they should make a written request to the HR department of the CCG.
29

There are some circumstances where exemptions apply and the individual cannot be given access to their
records, these are:


If the record contains third party information (that is not about the patient). If possible, the
individual should be provided with access to the part of the record that does not contain the third
party identifier.



If access to all or part of the record will seriously harm the physical or mental wellbeing of the
individual or any other person. If possible, the individual should be provided with access to the
part of the record that does not pose the risk of serious harm.



If third parties have entered information into the record, for example the GP record contains
entries from community services. In this instance the patient should be informed who to contact
to gain access to these sections in the notes (i.e. the service that entered them).

It is extremely important that information can be located, retrieved and supplied in a timely manner and
this relies upon good record management (see page 21).
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The Access to Health Records Act 1990 now only affects the records of deceased patients and it only
applies to records created since 1 November 1991.
Under this Act, Executives of the deceased patient are allowed access to their record in order to carry
out their duties in relation to the estate. Also the records can be accessed by anyone who has a claim
resulting from the death.
This is not a general right of access, it is a restricted right and the following circumstances could limit
the applicant’s success:


If there is evidence that the deceased did not wish for any part of their information to be disclosed



If the disclosure of the information would cause serious harm to the physical or mental health of
any person



If disclosure would identify a third party (that is, not the patient or healthcare professional).

Access must be given within 40 days of the request, but healthcare organisations should endeavour to
respond within 21 days.
A fee of up to £10 may be charged for providing access to information where all of the records were
made more than 40 days before the date of the application. No fee may be charged for providing access
to information if the records have been amended or added to in the last 40 days.
Where a copy is supplied a fee not exceeding the cost of making the copy may be charged.
Application to access deceased patient records should be made to the CCG inbox, unless they relate to
GP practice records in which case they should be made to NHS England.
E-mails to this address will be picked up by the team, who will assess the request, acknowledging and
asking for extra identification from the requester where necessary, then contact the holders of the
information to begin searching for it. Once the information is retrieved, the team will produce a copy,
return the originals and liaise with the holders to identify the most appropriate clinician to check the
records for eligibility to release. Following approval from the clinician, the team will contact the
requester with an invoice for the request and, as soon as this is paid, the records will be released.
Basildon & Brentwood CCG
Castle Point & Rochford CCG
Mid Essex CCG
North East Essex CCG
Southend CCG
Thurrock CCG
West Essex CCG
Access to Information Team Inbox

bbccg.sar@nhs.net
cprccg.sar@nhs.net
meccg.sar@nhs.net
neeccg.sar@nhs.net
southendccg.sar@nhs.net
thurrockccg.sar@nhs.net
weccg.sar@nhs.net
EssexCCGs.sar@nhs.net
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The Clinical Commissioning Group (CCG) is committed to openness and transparency in the conduct of
all of it’s business. It has a duty to comply with all aspects of the Freedom of Information Act 2000
(FOIA).
The FOIA came into force at the beginning of 2005 and gives individuals or organisations rights of
access to information held by public bodies, including the right to request information held by a public
authority. The Act also places an obligation on public authorities to proactively publish information
within a publication scheme.

3. Key Responsibilities
The CCG’s FOI Publication Scheme, Access to Information (FOI, SAR & AHRA) Policy and the processing of
FOI requests are provided by the Information Governance Team under hosting arrangements with NHS
Basildon and Brentwood CCG.
While the CCG is ultimately responsible for decisions made regarding FOI requests, the Access to
Information Team, within the wider Information Governance Team, has day to day responsibility for the
Act and for ensuring that deadlines are met. The Clinical Director has overall responsibility for ensuring
the CCG complies with the Act.
The Senior Information Risk Owner will act as the CCG’s appropriate ‘qualified person’ in relation to
the application of Section 36 of the FOIA (an exemption in relation to ? prejudice to the effective
conduct of public affairs).
The CCG Governing Body is responsible for approving the CCG Access to Information (FOI, SAR & AHRA)
Policy .
The Senior Information Risk Owner will act as FOI lead at Governing Body level to:
 ensure organisational compliance with the FOIA;
 have lead responsibility for FOIs and the CCG’s Publication Scheme;
 act as the champion for FOI awareness throughout the organisation;
 ensure that the general public and CCG staff have access to information about their rights under
the FOIA;
 ensure processes are in place to assist for investigations into complaints / appeals;
 ensure that sufficient processes and structures are in place to administer FOI.
The Freedom of Information Lead will provide leadership and advice in terms of responding to requests,
the use of exemptions and where necessary gain legal advice regarding whether it is appropriate to
disclose the information requested.
Senior officers of the CCG are responsible for ensuring that information held by them and their teams is
up to date and accessible and for ensuring a timely response is made to enquiries under the FOIA.
The CCG FOI Liaison will be the link between the Access to Information Team and the CCG staff.
Where the Access to Information Team does not have a contact in relation to who manages services /
processes within the CCG the request will be sent to the liaison to help the Access to Information Team
assist dissemination.
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All staff are responsible for:
 ensuring any FOI request directly received is forwarded to the Access to Information Team in a
timely fashion.
 ensuring enquirers receive accurate information about how to apply for information should it not be
available online and for ensuring that any information requested from them, in relation to an enquiry
under the FOIA, is supplied within the timescales allowed.
Under the Freedom of Information Act 2000, members of the public (individuals or organisations) have
the right to request information from public sector organisations such as local authorities, NHS and
companies owned wholly by public authorities in England, Wales and Northern Ireland.
The request for information must:



Be in writing
State the name of the applicant and an address for correspondence and describe the information
requested.

The applicant can request the information be communicated by:




A copy in a permanent form (or on a CD-Rom or audio tape)
Inspection of records
A summary or digest of the information

Organisations may charge a fee for reasonably incurred costs to:



Inform the applicant whether it holds the information
Communicate the information to the applicant

The public authority should provide the information by the 20th working day following receipt of the
request or further information and appropriate fee.
A public authority can refuse to supply the information requested, if the information has already been
published, or is likely to be published in the near future.
It is advisable for organisations to keep a log of requests with a view to making frequently requested
information available publically.
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Freedom of Information: Lifecycle of a request
The flow chart below shows what happens to a FOI request once it is received. The boxes in green are
where a FOI request will come into contact with you.
Appendix 3 ~ FOI Request Process and Timescales
FOI request received into
organisation





Forward request to CCG
FOI inbox

Acknowledgement to
requester within 48
hours

CCG FOI Liaison copied into forwarding e-mail for awareness and oversight.
Comms liaison copied in if request is from a media source.
If request is to multiple Essex CCGs (round robin), we will notify to enable collaborative responses

For each question:

Assess where information may be held and forward request to CCG/CSU Service to consider and
provide information.

Address question(s) to an individual (except where going to a team)

Provide guidance and assistance where possible. This may not be possible if the FOI Team has no
prior knowledge of the subject matter, or necessary where the request is simple and self-explanatory.
If nothing is heard from respondent within 10 days, a follow up phone call will be made to ensure
the request has not been overlooked

Respond to CCG FOI inbox,
if possible with suggestions
for location of information

Determine whether information
is collected and / or held in
department

Information gathered, or notification that information is not held by CCG and returned to FOI Team via
CCG FOI inbox within 10 working days.
If any information is potentially exempt, raise with FOI Team for consideration and discussion.

Consideration of exemptions and checking completeness of answers

If request from MP, Councillor, or Media, response sent to comms liaison for approval prior to release.

We do not
hold this
information

Details of
exemption
and how it
applies

Respond to
request
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An FOI request can come to anybody within the organisation; it does not have to be sent to a central
inbox. If you receive something you suspect may be a FOI request, please forward it to the appropriate
mailbox:
Basildon & Brentwood CCG
foi.bbccg@nhs.net
Castle Point & Rochford CCG
foi.cprccg@nhs.net
Mid Essex CCG
foi.meccg@nhs.net
North East Essex CCG
foi.neeccg@nhs.net
Southend CCG
foi.southendccg@nhs.net
Thurrock CCG
foi.thurrockccg@nhs.net
West Essex CCG
foi.weccg@nhs.net
CCG FOI Team
essexccg.foi@nhs.net
The FOI team will then advise you whether it is a FOI request, or would be better handled as business
as usual.
Responding to a request
If you have been identified as the appropriate person to provide information in relation to a FOI request
then you will receive the following e-mail from the FOI Team:
FOI Request: XXXX
Our Reference Number: XXXX
Hi,
Could you please acknowledge receipt of this FOI request within 48 hours of receiving it and specify
whether you are able to provide the information. If you have the information required please forward it
to me within 10 working days so that I can collate the information and respond within the deadline.
If there are any aspects of this request to which you cannot respond, please inform me as soon as
possible so that I can forward the request to the appropriate person.
Thanks,

Please let the team know within 2 days of receipt whether you are indeed the right person to be providing
the information, and if not, wherever possible, please provide suggestions of who the information may be
available from.
If the FOI concerns information which you still have access to, but is now a responsibility of another
organisation (such as Primary Care, now with NHS England, or Estates, now with NHS Property
Services Ltd), please let the team know as soon as possible so we can redirect the request appropriately.
Ensure that the information is provided back to the FOI Team within 2 weeks (10 working days), so we
are able to complete further work on the request, where this is necessary and compile the information
into an official response. Under no circumstances should you respond directly to the requester.
If you feel unable to provide the information within the timescale, please get in touch with the Team to
discuss.
If you have any reservations about the information you are providing, that is, you think it may be
commercially sensitive, personal information of an individual, may take an inordinate amount of time to
compile the information, please let the Team know as soon as possible. We will consider any potential
exemptions you raise and let you know if we still require you to make progress with the request.
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Within any organisation there will always be information risk. It is important that those risks are
identified, where possible minimised and managed. It is impossible to eliminate all risks.
The Senior Information Risk Owner (SIRO) owns the risk within the organisation and provides
assurance to the Chief Officer.
The SIRO is an executive Board member who is familiar with information risks and provides the focus
for the management of information risk at Board level. He / she must provide the Chief Officer with
assurance that information risk is being managed appropriately and effectively across the organisation
and for any services contracted for by the organisation.
It is the responsibility of all staff to ensure information is kept secure.
A few things you should consider in your everyday duties:




How you store information – electronically and manually (that is, password protect electronic
documents, lock manual files away in filing cabinets).
How you share information, who you share it with and how information is transferred (that is. fax,
e-mail, post / NHS or non-NHS organisations)
How information is disposed of (that is, shredded, incinerated, pulped, destroyed)

This section delves deeper into all of the above.

Locking your computer when unattended
When you leave your computer unattended- even if it’s just for a few minutes whilst you make a drink or
help your colleague with something, you MUST remember to lock your computer screen so that no one
else can access the information you have on your computer. To lock your screen press Ctrl, Alt, Delete
at the same time, then select lock computer with your mouse or press enter. When you return to your
desk you will need to press Ctrl, Alt, Delete together again and then enter your password and press enter,
the screen will be as you left it and you will not have to re-open any documents or files.
Encryption
Encryption is the process of transforming information in an electronic format using specialised software
to make it unreadable (by turning the text into code) to anyone except those possessing special
knowledge, such as a password or pin number. For example, e-mails whilst in transit could be hacked in
to, but with the right password or software the hacker would be unable to read the content. If you have
the correct password or software the information is converted back into it’s original format when you
access it.
NHSmail/E-mailing Person Identifiable Information (see page 36 for more information)
E-mails sent to or from Outlook e-mail accounts or web based accounts such as Hotmail are not encrypted
and can be hacked into, therefore there are procedures to be followed when sending and receiving person
identifiable and sensitive information via e-mail. This includes commercially sensitive information.
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The CCG’s preferred method of transferring information via e-mail is to send it from an NHSmail account to
another NHSmail account. This is because NHSmail is fully encrypted. However, both the recipient and the
sender have to use NHSmail or another secure e-mail such as; gcsx, gcx, pnn or gsi. to make the transfer
completely secure. NHSmail (or NHS.net) accounts are available to all CCG staff, all primary care
contractors and their staff including GP practices and local authority staff who e-mail the CCG (that is
children’s services, social care and so on), nursing homes and other individuals and organisations who send
person identifiable information to the CCG by e-mail.
How to request an NHSmail account on line via Supportworks.
The link to Supportworks is http://nww.servicedesk.northessex.nhs.uk .Click onto it and it will take you to a
window where you will be required to log in. Your log in and password details are the same as those you use
to log into Windows.
Select Raise a Request (I want to raise a service request).
A list of choices will appear and you will need to select Access NHS.net Email by clicking on the raise
request button to the right.
Under the User Details bar complete and follow the on-screen instructions. Submit your request.
You will be notified once your account has been set up via an alternative e-mail address or by phone.
If you leave the organisation, you must inform your line manager so that he / she can close your NHSmail
account. However, if you will be working for another NHS organisation we can transfer your account to
them. If this is the case, please contact the IT Department and request that he / she flags you as a leaver.
Once you join your new organisation you will need to ask them to add you as a joiner. Your account will
remain available for 30 days. After this period it automatically deletes and cannot be retrieved.
Procedure for sending e-mails when NHS.net is not available to both the sender and recipient
If you do not have access to an NHSmail account or the person you are sending to does not have an NHSmail
account, then you should password protect the document and send it as an attachment via your Outlook email following the procedure below:







E-mails containing confidential information must be clearly marked ‘Confidential’ in the subject
header.
Use the tracking options available to check the message has been delivered and read
Person identifiable information should only be sent via e-mail when deemed absolutely necessary and
on a strict need to know basis.
Before sending, confirm the e-mail address with the recipient.
E-mails should contain a disclaimer in the event that they reach someone who was not the intended
recipient. (See e-mail usage policy for an example disclaimer).
When sending attachments which contain person identifiable or sensitive information these should be
password protected and the password should be issued verbally over the phone with the recipient and
NOT included in the e-mail. Please see below for instructions:

Open the document you wish to attach, go to the tools menu, select options, select the security tab, type your
chosen password into password to open box, click ok, retype the password to confirm and click ok again. You
may now attach your document to the e-mail as usual.

Smartcards
Version 3.1 final copy Registration Authority Policy & Procedure – issued date 24th February 2015
Registration Authority Manager Maggie Kelly
Telephone: 020 3688 1362
E-mail: Maggie.kelly@nelcsu.nhs.uk
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The NHS Care Records Service (NCRS) and related National Programme for Information
Technology (NPfIT) services are accessed using an NCRS Smartcard. A Smartcard is a ‘chip and pin’
device used as a means of securely identifying a user.
The software used to maintain Smartcards is called Care Identity Service (CIS). This is a new system
developed by HSCIC and activated in February 2015.
Integrated Identity Management (IIM)
Integrated Identity Management is an initiative that has been introduced by Connecting for Health to join
up Registration Authority and Human Resources processes. To support this there is an option to link CIS
to the Electronic Staff Record (ESR) and manage smartcard access via an ESR / CIS interface.
For Commissioning Support Units and Clinical Commissioning Groups it has been decided that the most
effective way to manage Smartcard access is currently IIM but for the GP practices, pharmacies and
other organisations CIS standalone. A project to implement IIM in the Commissioning Support Units
and Clinical Commissioning Groups will shortly be commenced.
The RA Team is responsible for the issuing and unlocking of Smartcards. If you require a smartcard in
order to do your job, your manager will have applied for one before your start date. If however, you
have not been issued a Smartcard and require one you will need to contact the Essex POD IT Service
Desk who will log a call and arrange to meet you to check your identification. All Smartcard users must
produce three forms of identification before a Smartcard is issued.
Essex POD (NACS Code 0CG) and Child / Supported Organisations
Calls can be logged on the Supportworks Portal via the icon on supported Desktops Essex POD IT
Service Desk Telephone: 01268 243 731
E-mail: ITServiceDesk.Essex@nelcsu.nhs.uk
Senior Information Risk Owner (SIRO)– The NHS SIRO should be a member of the CCG’s Trust
Board, or of an equivalent level within NHS organisations without Boards, who has allocated lead
responsibility to ensure organisational information risk is properly identified, managed and that
appropriate assurance mechanisms exist.
Caldicott Guardian (CG) - The Caldicott Guardian is a senior person responsible for protecting the
confidentiality of a patient and service-user information and enabling appropriate information-sharing.
Registration Authority Manager (Maggie Kelly) – the Head of the RA Service is responsible for
running the governance of RA in the CSU. They must agree and sign off on local operational processes
and should assure themselves regularly that these processes are being adhered to (NOTE: local processes
cannot contradict the National Policy document)
You must try your best to keep your Smartcard safe and not misplace it. In the event that you do
misplace it, you must inform the RA Team and Information Governance Team immediately you discover
it has been misplaced.

38

Encrypted USB Memory Sticks
Encrypted USB memory sticks are available from the ICT Department to staff that need to transfer
information in order to do their job. These can be ordered via Supportworks.
The memory sticks we issue are fully encrypted and approved. No other memory sticks should be used.
No information should be stored on the device, it is simply to transfer information and it must be deleted
once transferred.
It is your responsibility to keep the device safe and locked away when not in use.
You must ensure that the password to access the memory stick is not written down or kept with the
device and ensure you set a password which you will remember but cannot easily be guessed. We
recommend that you set a password hint when installing the device as if you forget your password the
information contained on the device cannot be retrieved. By resetting the password it wipes everything
on the device.
If a memory stick is lost or misplaced you need to inform the ICT Department and the Information
Governance Team immediately.
If you change jobs within the organisation or leave you must return the device to your manager and
inform the ICT Department so that the relevant admin changes can be made to your paperwork to show
that you are no longer responsible for the device.
Password Management
It is extremely important that all staff understand good password management and follow the simple
guidelines set out below:









You should not disclose your passwords to anyone, regardless of what position they are.
You should not write your passwords down, if you struggle to memorise them, then you should
write yourself a hint.
You should use a different password for different systems
You should never use a password based on the word password or your name
Your password should be a minimum of 8 characters and a mixture of letters, numbers, upper,
lower case and special characters.
Passwords must be changed regularly (some systems will prompt you)
You should not repeat passwords which you have used before
Passwords must not be a combination of characters that are likely to be guessed such as a family
name, nickname, DOB, car registration or consecutive characters e.g. ABC123

Research suggests that the best type of password is:




One that is made up from a ‘Passphrase’, such as “I used to live at number 1 The Avenue”, which
would translate to‘Iu2Lan1TA’
Using a mixture of upper and lower case in the passphrase and including a number makes it
stronger.
To make your password stronger still you could include special characters.

Strong passwords are vital when dealing with person identifiable information and sensitive information
as software is available that can break through weak passwords in a matter of minutes.
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Word 2003-To password protect a document, go to the tools menu, select options, select the security tab, type your
chosen password into password to open box, click ok, retype the password to confirm and click ok again
Word 2007 and Word 2010- To password protect a document, go to File, Protect Document, and then select
encrypt with password, enter your chosen password and click ok, retype the password to confirm and click ok
again.

Post
If you are posting person identifiable or sensitive information you must place it in a sealed envelope,
clearly marked for the attention of the intended recipient or team and stamped Private and Confidential.
Please use the appropriate envelopes depending on the size and weight of the information being sent. If
the right envelopes are not used they could rip or split and this would put the information at risk of being
lost or seen. You should telephone the recipient to double check you have the right address and make
them aware that you have sent it and request that they inform you once it has been received. You should
never leave person identifiable information in an unsecured area and always ensure it is in a sealed
envelope. If possible send the information by courier; it must be a company approved by the CCG.
Reception will be able to give you more information. If it cannot be sent by courier then send by Royal
Mail Special Delivery. Make sure that if you have not heard from the recipient by the time you would
expect them to have the information, that you contact them to ensure they received it. If they didn’t
receive it then you need to complete an incident form.
Destruction of records
Where a document / record have reached its retention date it should be considered for destruction. The
process is as follows:
Review by an appropriate clinician; head of service or a senior manager, to ensure that the records are
not needed beyond their listed retention period. If records could be of particular public interest, they
should also be considered for archival preservation with The National Archives. The reviewer should
sign the ‘Destruction of Records Reaching Retention Date’ sheet on page 41 to say they are happy with
the records being destroyed.






o If documents are stored in an off-site archive, checking the index list of the documents
should generally be sufficient (with input from appropriate staff members where needed).
If it is not clear what is in a document, this should be recalled from the archive so a more
thorough check can take place.
The ‘Destruction of Records Reaching Retention Date’ sheet should also be confirmed and
signed off by the Caldicott (for patient records) or the SIRO (for corporate records) so destruction
can be progressed.
Secure destruction should be arranged.
o If the documents to be destroyed are with an off-site archive provider, they will have
processes in place to destroy boxes on your behalf. They will provide a certificate of
destruction for those documents / boxes that have been destroyed.
o If the documents to be destroyed are on-site (archived on site, recalled from off-site
archive, or had been stored within the CCGs offices) destruction should be done
separately to your usual confidential waste disposal, but can be done by the same
company and at the same time. The disposal company will need to provide a certificate of
destruction relating to just those documents that have been disposed of, that is, separate to
any certificate that comes with your usual confidential waste disposal.
A record of the destruction of records, showing their reference, description and date of
destruction should be maintained and preserved by the Records Manager, so that the organisation
is aware of those that have been destroyed and are therefore no longer available.
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If a record due for destruction is known to be the subject of a request for information, or potential legal
action, destruction should be delayed until disclosure has taken place or, if the authority has decided not
to disclose the information, until the complaint and appeal provisions of the Freedom of Information Act
have been exhausted or the legal process completed.
If however, the information is sensitive or contains any identifiable or sensitive information you need to
follow the procedures below:
Paper Records
These should be shredded in a cross cut shredder. You should shred the documents yourself and not
leave them unattended at any time. Once cross shredded, they can be recycled.
Alternatively, if you do not have access to a shredder you should dispose of the paper records in a
confidential waste bin or shredding bag provided.
Electronic Records
Electronic audits should be carried out regularly and you should make sure all your electronic files are
stored in a network drive, do not store on the C drive. Any files that are no longer needed (and have
reached the end of their required retention period) should be deleted. You should then delete them from
your recycle bin. Please also remember to delete any electronic documents from USB memory sticks
after they have been transferred.
CDs, Floppy Disks and so on.
The best way to dispose of information stored on a CD or floppy disk is to destroy them. CDs can be
shredded using the cross cut shredders and floppy disks or can be taken apart and the disk shredded. If
you do not have access to a shredder please hand them to The Information Governance Team for
disposal.
Computers
When computers are no longer needed, they must be wiped completely clean. It is not possible for an
everyday user to completely erase the information as deleting it does not completely clear the memory
and files may be retrieved. The IT Department is responsible for ensuring that all data is properly
removed from a computer and that this is then destroyed.
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Destruction of Records Reaching Retention Date
Reviewing clinician / Head of service / Senior manager name:
____________________ _________________________
By signing this you:




Confirm that these documents / boxes [ are / are not ] needed to be kept past their retention
date.
o
If records are to be kept, they should be reviewed again after a period of _ _ _ _ _
Confirm that these documents / boxes [ are / are not ] considered to be of interest for
archival preservation

[Delete as appropriate]

Signature: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ Date: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _

Confirmation of destruction by:

Caldicott

SIRO

Name: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
By signing this you:
Confirm that you agree with the opinion above and that these records should:
 Be kept and reviewed again after the period mentioned above
 Be offered to The National Archives for archival preservation
 Be securely destroyed
[Tick as appropriate]

Signature: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ Date: _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
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Incidents and Incident Reporting
Incident reporting plays a major role in helping the organisation maintain a secure working environment.
It helps to protect the confidentiality, integrity and availability of the information and systems.
All staff have a responsibility to report information governance incidents whether deliberate or
accidental.
The term ‘information governance incident’ covers a wide range of events which can vary considerably
and it is therefore not possible to detail every single occurrence. However the lists below give examples
of the types of security incidents that should be reported:
An information governance incident can be defined as any event that has resulted or could result in:




The disclosure of confidential information to an unauthorised individual.
The integrity of a system or data being put at risk
The availability of the system or information being put at risk

An adverse impact can be defined for example as:






Threat to personal safety or privacy
Legal obligation or penalty
Financial loss
Disruption of organisation business
An embarrassment to the organisation

Examples of information governance incidents:














Using another user’s login id / Smartcard
Unauthorised disclosure of information
Leaving confidential / sensitive files out
Theft or loss of IT equipment
Theft or loss of computer media, that is, floppy disc or memory stick
Accessing a person’s record inappropriately, for example viewing your own health record or
family members, neighbours, friends and so on.
Writing passwords down and not locking them away
Identifying that a fax has been sent to the wrong recipient
Sending / receiving a sensitive e-mail to / from “all staff” by mistake
Giving out or overhearing personal identifiable information over the telephone
Positioning of pc screens where information could be viewed by he public
Software malfunction
Inadequate disposal of confidential material
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HOW TO REPORT AN INFORMATION GOVERNANCE INCIDENT
All information governance incidents should be reported in the first instance to your immediate line
manager who should ensure the event is reported appropriately.
If an inappropriate web site is accessed, you should inform your line manager immediately. The
reporting procedure detailed above will still be followed. If management is satisfied that the breach is
accidental no disciplinary action will need to be taken.
Staff should report any instance of software malfunction to the IT helpdesk and additionally to their line
manager.
In respect of all IG incidents, The Information Governance Team should be notified by telephone as
soon as possible.
There is now the facility for reporting security incidents via the IG Toolkit, which the IG Team will do
on behalf of the CCG.
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Robust Information Governance requires clear and effective management and accountability structures,
governance processes, documented policies and procedures, trained staff and adequate resources. The
way that an organisation chooses to deliver against these requirements is referred to within the
Information Governance Toolkit as the organisation’s Information Governance Management Framework
Information Governance Champion (within CCG)
The IG Champion is accountable for ensuring effective management, accountability, compliance and
assurance for all aspects of IG.
The SIRO
The SIRO acts as advocate for information risk on the Board and in internal discussions and will provide
written advice to the Chief Officer on the content of the Annual Governance Statement with regard to
information risk.
The SIRO is expected to understand how the strategic business goals of the organisation may be
impacted by information risks.
The SIRO will provide an essential role in ensuring that identified information security risks are
followed up and incidents managed and should have ownership of the Information Risk Policy and
associated risk management strategy and processes. They will provide leadership and guidance to
Information Asset Owners (IAOs).
The SIRO will be supported in their role by the IG Team.
Caldicott Guardian
The Caldicott Guardian plays a key role in ensuring that the CCG satisfies the highest practical standards
for handling patient identifiable information. Acting as the ‘conscience’ of the organisation, the
Caldicott Guardian actively supports work to enable information sharing where it is appropriate to share,
and advises on options for lawful and ethical processing of information.
The Caldicott Guardian also has a strategic role, which involves representing and championing
confidentiality and information sharing requirements and issues at senior management level and, where
appropriate, at a range of levels within the organisation’s overall governance framework.
Caldicott Function
In the CCG the Caldicott Function will be undertaken by the Essex Information Governance Steering
Group
The key responsibilities of the Caldicott Function are to:
a) Support the Caldicott Guardian
b) Ensure the confidentiality and data protection work programme is successfully co-ordinated and
implemented
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c) Ensure compliance with the principles contained within the Confidentiality: NHS Code of
Practice and that staff are made aware of individual responsibilities through policy, procedure
and training
d) Complete the Confidentiality and Data Protection Assurance component of the Information
Governance Toolkit, contributing to the annual assessment
e) Provide routine reports to senior management on confidentiality and data protection issues
Chief Officer
The Chief Officer of the CCG has overall accountability and responsibility for information governance
in the CCG and is required to provide assurance, through the Annual Governance Statement that all
risks to the CCG, including those relating to information, are effectively managed and mitigated.
Key Policies
The CCG has the following policies and procedures in place to support the Information Governance
agenda:



















Information Governance Policy
Confidentiality & Data Protection Act Policy
Information Sharing Policy
Safe Haven Policy
Information and Cyber Security Policy
Information Lifecycle Management Policy
Access to Information Policy
Information Risk Policy
Business Continuity Strategy
Incident Reporting Policy
System Level Security Policies
Network Security Policy
Acceptable Use Policy
Forensic Readiness Policy
Guidance for the Introduction of New Processes (Privacy Impact Assessment / PIA)
Pseudonymisation Policy & Procedure
Acceptable Use of Electronic Communications Policy
Information Governance Framework

Any new / amended policies are notified to staff. All policies are also posted on the CCG’s Intranet
and/or Internet.
Information Governance Steering Group


The Information Governance Steering Group (IGSG) is made up of representatives from all
CCGs in Essex along with key members of the IG Team and others as required.

Data Protection Officer


The Data Protection Officer (DPO) for the CCG is Jane Marley. The DPO for the CCG is
responsible for ensuring the CCG complies with all aspects of the Data Protection Act and
provides reports to the senior level of management in the organisation. They are also responsible
for co-ordinating the work of other staff with data protection responsibilities
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Information Security Officer


The Information Security Officer (ISO) for the CCG is Dawn Poon (Deputy Director ICT
Services for NEL CSU)



The ISO is tasked with providing advice on all aspects of information security and risk
management, utilising their own expertise and, where necessary, external advice.

Head of Information Governance


The Head of Information Governance for the CCG is Jane Marley

Essex CCGs Information Governance (IG) Lead


The Essex CCGs IG Lead is Tracey van Wyk

Freedom of Information Lead


The Freedom of Information (FOI) Lead for the CCG is Iain Gear

Information Asset Owners
For information risk, IAOs are directly accountable to the SIRO and will provide assurance that
information risk is being managed effectively for their assigned information assets.
Staff Contracts


All CCG staff contracts currently contain information governance related clauses within them

Casual Employees Contracts


All contracts with casual employees contain a confidentiality clause.

Non-NHS Third Party Contract Confidentiality Clause


Any non-NHS third party with whom the organisation contracts should include as a minimum a
confidentiality clause. See IG Framework document for full clauses.



The CCG also requests all third party contractors to sign a declaration that they are registered
with the Information Commissioner for data protection purposes and that they encrypt all mobile
devices to a minimum standard required by the NHS.

Acute Trust Contract


The CCG uses the standard contract for Acute Trusts which includes clauses relating to
information governance.

Information Assets and Asset Owners


The CCG has inherited information assets from the PCT. Each of these assets has been allocated
an Information Asset Owner (IAO) and an Information Asset Administrator (IAA).
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Information Asset Owners and Information Asset Administrators have attended face to face
training sessions on their roles and responsibilities, additional training will be delivered by the IG
Team or done via the National IG Training Tool.



As part of the CCGs Pseudonymisation Project further work will be undertaken to identify the
information contained in the assets, the users of the information, the uses of the information and
whether the information will require Pseudonymisation for those uses.

Training & Guidance


The CCG includes information governance as part of its mandatory training for all staff annually.



All new staff are required to complete the Introduction to Information Governance training
module via the online IG Training Tool or OLM (depending on which system has been approved
for staff use), when they first join the CCG unless they have completed appropriate IG training
within the last year and can evidence this.



The CCG also requires all existing staff to complete online IG training annually; if they have
previously completed the Introduction to Information Governance they can complete the
refresher module.



The CCG has identified other modules of the IG Training Tool that those with additional roles
relating to Information Governance will be required to undertake. Those staff members involved
will be informed of the additional modules that they are required to complete, these will be
completed using the IG training Tool.



In addition to the above any member of staff involved in an information governance related
incident may be required to undertake one or more modules of the IG Training Tool or OLM, the
modules to be taken will depend on the type of incident and the outcomes of any investigations
into the incident.



For further information on the above roles please see the CCG’s Information Governance
Framework document, which can be found on the intranet.
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Please note all approved
Policies can be found on
the Intranet
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Information governance ensures necessary safeguards and appropriate use of patient and personal
information.
The Information Governance Policy sets out the CCG’s approach for ensuring that personal information
is dealt with legally, securely, efficiently and effectively in order to deliver the best possible care, to
meet legislative requirements and to ensure that operational and management information is timely,
robust and reliable.
The policy aims to provide the CCG with assurance on all aspects of Information Governance and to
enable staff to comply with the law and best practice when handling personal, sensitive and corporate
information.
Information is a vital asset within the CCG, supporting both non-clinical and clinical operations and the
effective management of services and resources. Therefore it is essential that all CCG information is
managed effectively within a robust Information Governance Framework.
Information Governance is a framework for these processes and obligations:













Information Quality Assurance
Caldicott Principles – sharing of personal information (See page 16)
Consent to sharing of patient identifiable information (See page 16)
ISO 27000 series – Information Security Management
Common law duty of confidentiality
Data Protection Act 1998 (See page 21)
Records Management
Freedom of Information Act 2000 (See page 31)
The Environmental Information Regulations 2004 (EIR)
The Re-use of Public Sector Information Regulations 2005
The National Health Service Act 2006
The Civil Contingencies Act 2004

Information Governance for the CCG is monitored using the Health & Social Care Information Centre
(HSCIC) IG Toolkit.
For more information on the Information Governance Toolkit please see page 11.
There are 4 key strands to the Information Governance Policy:





Openness
Legal compliance
Information security
Quality assurance

The policy then sets out measures put in place in order to comply with the various IG laws and
legislation. This includes audits, assessments, policies and procedures, and roles and responsibilities.
Information Governance is the responsibility of all staff.
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The Data Protection Act 1998 (DPA) first came into force on March 1st 2000. The DPA covers all
personal data held both manually (on paper) and electronically (on a computer). It is closely linked to the
Freedom of Information and Human Rights Acts and focusses on the rights of individuals in respect of
their privacy and the right of confidentiality with regard to their data. The responsibility to maintain the
confidentiality of data resides with the Data Controller.
The CCG has a legal obligation to comply with all appropriate legislation in respect of data, information
and IT security. All legislation relevant to an individual’s right of confidentiality and the ways in which
that can be achieved and maintained are paramount to the CCG. This relates to roles that are reliant upon
computer systems such as patient administration / payment, purchasing, invoicing and the planning of
treatment. Recent legislation also regulates the use of manual records relating to patients, staff and others
whose information may be held within the CCG.
Non-compliance with the relevant legislation could result in individuals, employees and the CCG being
investigated and subsequently prosecuted for offences under the DPA:
The policy details roles and responsibilities and states that all staff need to be aware that:


They are individually responsible for the safekeeping of information on behalf of the CCG, when
it is in their possession.



Everyone working for the CCG who records, handles, stores or comes across information that
could identify a patient has a common law duty of confidence to that patient and to the CCG.



All staff will have signed a contract of employment that includes a statement of the need to
maintain absolute confidentiality of personal information.

The policy states that any staff who unlawfully disclose or misuse personal data (including staff
accessing their own personal staff or health records or the records of colleagues, friends or family) is in
breach of the CCG policy and may constitute a criminal offence. All incidents of this nature will be fully
investigated and following procedures outlined in the CCG disciplinary procedure, may be treated as a
serious disciplinary offence and may lead to dismissal.
Everyone working for the CCG has a responsibility to comply with the statutory acts that affect the
processing and handling of information, confidentiality, the use of systems, and the protection of
software. These are specifically:






The Data Protection Act
The Computer Misuse Act
The Copyright, Design and Patents Act
The Human Rights Act
Health & Social Care Act – Section 251

The policy explains what information is deemed as confidential information and what formats the
information can be in. There is also a good practice section for staff and a summary of all the Acts listed
above. There is a section on consent and guidance for disclosing of information without consent. It also
gives details on how you can report a breach of confidentiality and gives information on how compliance
of the confidentiality policy is monitored.
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The Data Protection Act is a key piece of legislation in relation to information security. The CCG has a
legal obligation to comply with all appropriate legislation in respect of Data, Information and IT Security.
It also has a duty to comply with guidance issued by the Department of Health, the NHS Executive, other
advisory groups to the NHS and guidance issued by professional bodies.
The policy aims to detail how the CCG meets it’s legal obligations and NHS requirements concerning
confidentiality and information security standards.
The Data Protection Act applies to all personal identifiable information held in manual files, computer
databases, videos and other automated media about living individuals, such as personnel and payroll
records, medical records, other manual files, microfiche / film, pathology results, X-rays, photographs
(film or digital) and so on.
Under a provision of the Data Protection Act an individual can request access to their information;
regardless of the media this information may be held / retained.
The 8 Data Protection principles are listed below:









Processed fairly and lawfully
Processed for specified purposes
Adequate, relevant and not excessive
Accurate and kept up to date
Not kept for longer than necessary
Processed in accordance with the rights of the data subjects
Protected by appropriate security (practical and organisational)
Not transferred out of the EEA without adequate protection

For more information on the Data Protection Act please see Page 21.
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The Acceptable Use of Electronic Communication Policy & Information Cyber Security Policy
document applies to all staff and users of the CCG network(s) and IT equipment.
The policy applies to all business functions and information contained on the network(s), the physical
environment and relevant people who support the network(s). The aim of the policy is to ensure the
security of the CCG network(s) and the information held with them.
Wilful or negligent disregard of the policy will be investigated and will be treated as a disciplinary
offence.
The policy sets out the CCG responsibilities, for example ensuring availability of suitable equipment,
maintaining the reliability of data, protecting the network(s) from unauthorised or accidental
modification to ensure the accuracy and completeness of the CCG’s assets and so on.
The policy applies to all networks used within the CCG, e.g. the storage, sharing and transmission of
clinical and non-clinical information, printing and scanning of information, internet and e-mail systems,
remote access and removable media such as USB memory sticks.
The policy does not cover individual systems held on the Network(s), such as SystmOne and EMIS Web.
These should have their own system security policies including the identification of System
Administrator(s) who are responsible for providing access to users.
The policy outlines roles and responsibilities and how compliance will be monitored - such as risk
assessments.
Procedures are set out within the policy for requesting new user accounts. It is highlighted that users
will only receive the level of access required in order to do their job. There are also procedures detailed
for staff who change jobs within the organisation and for those that leave.
The policy stipulates that passwords must not be shared or written down anywhere and they must not be
easy or obvious. Please see page 38 for more information on password management.
All staff are responsible for ensuring that they protect the network(s) from unauthorised access. This can
be achieved by logging off the network when you have finished work and locking your screen if you are
away from your desk - even if it is just for a short time. Workstations must be locked (Ctrl+Alt+Del) or
a (5 minute) screensaver password activated if a workstation is left unattended for a short time.
The policy contains a section on working from home and explains what is acceptable and unacceptable
and the reasons behind them.
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Records management is the process by which an organisation manages all aspects of records both
internally or externally generated, these can be in any format or media type, from their creation, all the
way through their lifecycle to their disposal. For more information please see Page 21.
The Department of Health have published an NHS Code of Practice - to Records Management, this
document has been put together as a guide to the required standards of practice in the management of
records for those who work within or under contract to NHS organisations in England. It is based on
current legal requirements and professional best practice.
An organisation’s records are its corporate memory, providing evidence of actions and decisions and
representing a vital asset to support daily functions and operations. Records support policy formation
and managerial decision making, protect the interests of the organisation and the rights of patients, staff
and members of the public. They support consistency, continuity, efficiency and productivity and help
deliver services in consistent and equitable ways.
The Information Lifecycle Management Policy document sets out a framework within which the staff
responsible for managing the organisation’s records can develop specific policies and procedures to
ensure that records are managed and controlled effectively and at best value, commensurate with legal,
operational and information needs.
The policy relates to all clinical and non-clinical operational records held in any format (electronic or
paper) by the CCG.









The purpose for a records management system is to ensure that:
Records are available whenever needed or requested
Records can be accessed
Records can be interpreted
Records can be trusted for reliability
Records can be maintained throughout time
Records are secure
Records are retained and disposed of appropriately
All staff are appropriately trained.

Roles and responsibilities are listed. All staff, whether clinical or administrative, who create, receive and
use records have records management responsibilities. In particular all staff must ensure that they keep
appropriate records of their work in the CCG and manage those records in keeping with this policy and
any subsequent guidance issued.
All NHS records are public records under the Public Records Acts. The CCG will take actions as
necessary to comply with the legal and professional obligations set out in the NHS Code of Practice records management in particular:







The Public Records Act 1958
The Data Protection Act 1998
The Freedom of Information Act 2000
The Common Law Duty of Confidentiality
The NHS Confidentiality Code of Practice
Any new legislation affecting records management as it arises.
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All NHS organisations require safe haven procedures to maintain the privacy and confidentiality of the
personal information held. The implementation of these procedures facilitates compliance with the legal
requirements placed upon the organisation, especially concerning sensitive information (for example
people’s medical conditions).
Where other agencies want to send personal information to the CCG, they should be confident that they
are being sent to a location which ensures the security of the information.
The Safe Haven Policy provides:






a definition of the term safe haven and ‘new’ safe haven
when a safe haven is required
the necessary procedures and requirements needed to implement a safe haven
rules for different kinds of safe haven
who can have access and who you can disclose to?

For more information please see page 14.
Roles and responsibilities with regard to safe haven are listed in the policy. All staff that process
sensitive and person-identifiable information are responsible for adhering to the Safe Haven Policy and
for following procedures correctly.
Information is given within the policy about sharing information externally and the correct methods for
this.
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The Information Sharing Policy provides guidance and good practice guidelines to ensure there is a
robust system in place to minimise the risks associated with sharing patient information between
agencies / organisations providing health and social care for ‘service users’. It enables the CCG to ensure
the process of sharing patient information complies with current (DOH) legislation and is not breached
therefore insuring confidentiality is maintained and is properly focussed on the rights of the patient by
ensuring that fair and equal access to information can be provided in a safe and secure way.
This Information Sharing Policy sets out the obligations and commitments that staff must follow to
ensure that legislation is not breached and patients / / families / carers / staff / employees confidentiality
is maintained.
It is most important that service users remain confident with regards to their personal information being
kept safe and secure, whilst sharing information to deliver better services.
Information systems are becoming more complex and widespread. Which means sharing information
does presents risks. There is potential for more information about our private lives, often highly sensitive,
to become known to more and more people.
Sharing information can be beneficial for many reasons. By being more efficient it will promote fairness
and equity whilst maintaining and preserving confidentiality of personal data.
The Essex Trust Charter has an agreement in principle to share information between partner
organisations
The Data Protection Act 1998, the Freedom of Information Act 2000,Common Law Duty of Confidence
and Human Rights Act 1998 (Article 8) play a major role in the use, access and protection of information.
The policy then defines the different types of information it relates to.
Roles and responsibilities are listed, together with key contacts within the organisation who deal with the
sharing of information.
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From time to time the CCG may need to conduct investigations in response to incidents, as a result of
formal disputes or as part of a legal process. The purpose of this policy is to maximise the CCG’s
potential to use digital evidence whilst minimising the costs of forensic investigation.
This may include evidence in the form of log files, e-mails, back up data, mobile computing, network,
removable media and others that may be collected in advance of an event or dispute occurring.
The purpose of this policy is to ensure that:






NHS requirements relating to security and confidentiality of equipment and information and the
requirements of the Data Protection Act are met.
Protect the CCG, it’s staff and patients through the availability of reliable digital evidence
gathered from it’s systems and processes.
Allow consistent, rapid investigation of major events or incidents with minimum disruption to
CCG business.
Enable the pro-active and comprehensive planning, gathering and storage of evidence in advance
of that evidence actually being required.
Demonstrate due diligence and good governance of the CCG’s information assets

Individual staff members will:




Be aware of and adhere to relevant information governance policies and procedures
Complete information governance training and mandatory updates
Assist in identification of information governance issues / breaches and bring them to the
attention of the relevant manager.

This policy is linked to the Incident Reporting Policy and Procedures.
The policy explains that the organisation needs to know what sources of potential evidence are or could
be present on / could be generated by their systems and provides scenarios that need to be considered
such as evidence collection, monitoring, staff training and so on.
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This policy provides the framework for a formal information risk management programme in the CCG
by explicitly establishing responsibility for information risk identification and analysis, planning for
information risk mitigation, information risk management and it’s oversight.
Everyone working for or on behalf of the CCG continuously manages information risk. The CCG
recognises that the aim of information risk management is not to eliminate risk, but rather to provide the
structural means to identify prioritise and manage the risks involved in all CCG activities.
The Information Risk Policy has been created to:







Protect the CCG, its staff and its patients from information risks where the likelihood of
occurrence and the consequences are significant;
Provide a consistent risk management framework in which information risks will be identified,
considered and addressed in key approval, review and control processes;
Encourage proactive rather than reactive risk management;
Provide assistance to and improve the quality of decision making throughout the CCG.
Meet legal or statutory requirements and
Assist in safeguarding the CCG’s information assets

The Policy links to the Incident Reporting Policy and Procedures.
Incidents could involve:









Loss of BlackBerry/iPhone
Loss of case notes
Loss of USB memory stick
Loss of paper clinic notes
Loss of hardware
Virus attack
Unauthorised access
Misuse of system / privileges.

The policy outlines legislation which must be complied with, risk mitigation processes and details of
how risks are identified and assessed.
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The Human Rights Act became a law in 2000, it allows individuals to assert their convention rights into
UK law. The Convention rights can be sought against a public body, including the NHS and Social Care
organizations.
Article 8 of the Human Rights Act relates directly to Information Governance. Article 8 is a right to
private and family life. There are 4 rights contained within this:





A right to respect for private life
A right to respect for family life
A right to respect for one’s home
A right to respect for correspondence

Article 8 is not an absolute right, in that the Convention makes provision for interference with the rights.
It does however impact on subject access requests, consent, confidentiality and disclosure issues.
A right to Private Life
The right to respect for private life includes an obligation on a public body to meet subject access
requests. Denial of access could breach Article 8 as it prevents an individual gaining access to
information held about them. This reflects the rights of the individual under the Data Protection Act.
Also, the right to respect for private life could be invoked where treatment information is withheld. If an
individual consents to treatment but has not been given full information to make an informed decision,
that consent will not be valid. Withholding of information is a breach of Article 8. Article 8 also reflects
the common law duty of confidentiality in that patient information should only be disclosed with the
patient’s consent. If information is inappropriately disclosed the individual can take legal action against
the organisation for breaching. Information must also be held securely.
A right to Family Life
This right may also be relevant, in that relatives of the ill often wish to be involved in the decision
making process and kept informed of progress, however this right must be balanced against the patient’s
confidentiality. A right to family life becomes even more relevant where the patient is a child or
incompetent adult as failure to keep the family informed can be seen as interference of this right.
However in a situation where the individual is competent and does not wish for the information to be
shared with their family the individual’s right to confidentially is likely to outweigh the right of the
family to be kept informed.
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A Common Law is different to an Act, this is because a Common Law is not a written law, it is an
expectation. For example it is expected that a patient - doctor consultation will remain confidential. A
Common Law does stand up in a Court of Law.
In general, if information is given in circumstances where it is expected that a duty of confidence applies,
that information cannot normally be disclosed without the individual’s consent.
In practice this means that all patient information, whether held on paper, computer, visually or audio
recorded, or held in the memory of the professional must not normally be disclosed without the consent
of the patient. It is irrelevant how old the patient is or what the state of their mental health is.
The four sets of circumstances that make disclosure of confidential information lawful are:





When you have consent from the individual to whom the information relates.
When disclosure is in the overriding public interest.
Where there is a legal duty to do so, for examplea Court Order
Where there is a statutory basis that permits disclosure such as approval under section 251 of the
Health and Social Care Act 2012

Therefore under common law a healthcare provider wishing to disclose a patient's personal information
to anyone outside the team providing care should first seek the consent of the patient.
Where this is not possible, an organisation may be able to rely on disclosure being in the public interest.
The judgment to be made needs to balance the public interest in maintaining trust in a confidential
service. Solid justification is therefore required to breach confidentiality and any decision to disclose
should be fully documented.
If a breach is made, patients can bring legal action against the organisation and sometimes the individual
who breached as well.
All persons who use patient records should be aware of their responsibility for facilitating and
maintaining confidentiality of those records. Systems and processes should ensure that employees only
have access to those parts of the record required to carry out their role. Access to records should be
logged and periodically audited.
Particular care should be taken to protect records when transferring them between sites and organisations.
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The Computer Misuse Act was passed by Parliament in 1990 and made three new offences (listed below)
in order to try to prevent computer misuse:




Accessing computer material without permission, for examplelooking at someone else's files.
Accessing computer material without permission with intent to commit further criminal offences,
for example hacking into the bank's computer and wanting to increase the amount in your
account.
Altering computer data without permission, for example writing a virus to destroy someone else's
data, or actually changing the money in an account.

There are several types of computer misuse and this comes in several forms:
Hacking
Hacking is where an unauthorised person uses a network, Internet or modem connection to gain access
past security passwords or other security to see data stored on another computer. Hackers sometimes use
software hacking tools and often target, for example, particular sites on the Internet.
Data misuse and unauthorised transfer or copying
Copying and illegal transfer of data is very quick and easy using online computers and large storage
devices such as hard disks, memory sticks and DVDs. Personal data, company research and written work,
such as novels and textbooks, cannot be copied without the copyright holder's permission.
Copying and distributing copyrighted software, music and film
This includes copying music and movies with computer equipment and distributing it on the Internet
without the copyright holder's permission. This is a widespread misuse of both computers and the
Internet that breaks copyright regulations.
E-mail and chat room abuses
Internet services such as chat rooms and email have been the subject of many well publicised cases of
impersonation and deception where people who are online pretend to have a different identity. Chat
rooms have been used to spread rumours about well known personalities. A growing area of abuse of the
Internet is e-mail spam, where millions of e-mails are sent to advertise both legal and illegal products
and services.
Pornography
A lot of indecent material and pornography is available through the Internet and can be stored in
electronic form. There have been several cases of material, which is classified as illegal, or which shows
illegal acts, being found stored on computers followed by prosecutions for possession of the material.
Identity and financial abuses
This topic includes misuse of stolen or fictional credit card numbers to obtain goods or services on the
Internet-, and use of computers in financial frauds. These can range from complex well thought out
deceptions to simple uses such as printing counterfeit money with colour printers.
Viruses
Viruses are relatively simple programs written by people and designed to cause nuisance or damage to
computers or their files.
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Mandatory IG Training: What You Need to Know
 IG Training needs to be completed annually by 31st March by all CCG staff (including Board
members, temps / interims in post for 3 months or more)
 All new starters must complete Introduction to Information Governance module within one month
of their start date
 IG Training is accessed/ completed via the IG Training Tool (e-learning) or OLM (depending on
which system has been approved for use by your CCG), using the following website:
www.igtt.hscic.gov.uk , face to face mandatory IG Training is not available.
 Your username will usually be your email address unless you have been notified otherwise by the
IG Team
 Your password will be the same as last year, if you cannot remember it, please reset it using the
‘reset my password’ button (instructions contained within this guide)
 If you have not previously been registered on the IG Training Tool please email
ig.training@nhs.net
 Please do NOT self-register.
 If you are registered on another IG Training Tool account (e.g. within a GP Surgery), you will
need to email your certificate to ig.training@nhs.net to update the report
 You can only be registered on the IG Training Tool for one organisation
 A Step by Step Guide to e-learning is available from the IG Team and on the intranet.
 You only need to complete the module marked as Mandatory*
 As the e-learning is web based it can be accessed from anywhere there is an internet connection
 The IG Training Tool bookmarks where you get up to so you can complete your training in bitesize chunks
 The mandatory modules are made up of reading (lessons) and an assessment which is multiple
choice.
 The assessment pass mark is 80% or more.
 You can re-take the assessment as many times as necessary in order to pass.
 The Introduction to Information Governance module takes on average one hour to complete
 The Refresher module takes on average 30 minutes to complete
 Once you have completed and passed your mandatory module you will have opportunity to print a
certificate.
 Regular IG Training progress reports will be submitted to your corporate lead/head of service by
the IG Team (activity is reported on direct from the system so registered users do not need to notify
the IG team of completion).
 Additional IG training is provided to staff in key roles (SIRO, Caldicott Guardians and so on)
* Mandatory Modules: If you have completed the Introduction to Information Governance module
before, you only need to complete the Refresher Module. Otherwise the Introduction to IG module
will need to be completed. (The Beginners Guide may also show as mandatory, however it has been
agreed locally that it will not be a mandatory module).
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The following information and materials are available to CCG staff on your staff intranet under
‘Information Governance’:
 Information Governance- A Summary
 IG Training- What You Need to Know
 IG Step by Step Guide to E-Learning
 This IG Resource Guide
 Data Protection Act 1998- A Summary
 Information Commissioners Office (ICO)- A Summary
 Information Sharing Agreements- Explained
 IG Posters
 IG Newsletters
 IG FAQs
 Useful Links
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INFORMATION GOVERNANCE RESOURCE GUIDE
DECLARATION FORM
Name:………………………………………………….
Organisation: ……………………………………………………

Date:……………………

The Information Governance (IG) Team are required to provide assurance (to the Board,
auditors and NHS England through the IG Toolkit) that all members of staff have been made
aware of, and understand, their IG responsibilities. An Information Governance Resource
Guide has been produced and sent to you together with this declaration form.
The Resource Guide contains essential information around what your responsibilities are in
relation to the protection of personal/patient/staff and corporate information, it summarises IG
Acts and Legislation, IG policies and procedures which all staff must comply with, and contains
useful information on a wide variety of IG issues such as mandatory training, secure email
accounts etc.
Please can you read through the Information Governance Resource Guide within 1
month of receipt and then return this completed declaration form to the IG Team,
Executive Suite. Phoenix Place.
Alternatively, if you have any questions, queries or would like anything explained, please
contact a member of the IG team who will be happy to explain in more detail (contact details
within the guide).

Declaration
I confirm that I have read and understood the Information Governance Resource Guide and
that I have familiarised myself with IG Legislation, Policies and Procedures.
Signed…………………………………………….
Name………………………………………………
Date………………………………………………..

Please return to the IG Team either by post to: Executive Suite, Phoenix Place,
Christopher Martin Road, Basildon SS14 3HG OR by using you NHS Mail within one
month of receipt.

THANK YOU
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